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Policy Initiation and Coordination
Reporting Period: May 18 — May 22, 2009

Hot Topics

Biometric Center of Excellence
¢ BCOE Program Management / Concept Development
o The BCOE will foster appropriate safeguards to ensure personally identifiable information is protected _
to the fullest extent. On 0 the BCOE participated in a teleconference call with Senior bE
Assistant General Counsei | of the Privacy and Civil Liberties Unit in the OGC. Discussion bicC
pertained to the creation of a Privacy Impact Assessment for the program and the web site.

¢ Coordination / Collaboration
o The BCOE is coordinating a Facial Identification Scientific Working Group (FISWG) meeting to be
held at Atlanta, GA, the week of 06/15-19/2009. As of 05/22/2009, there are 34 participants registered
for the meeting which consists of state, federal, and international representatives.
« DoD

Biometric Interoperability

b2
b7E

o Coast-Guard
O

o lhe Coast Guard 1s currently i the requirements phase. The main focus of the discussion was for the
Coast Guard to better understand what is available in IAFIS and to address technical questions.
o  CBP Primary - criminal justice vs. non-criminal justice
o A draft outline was provided to the working group on 05/18/2009 for review.
= FIN requested an extension of 05/26/2009 to submit comments
= Comments will be incorporated and forwarded to Executive Management for
review/comment prior to moving forward with the white paper
¢  Evolution of Shared Data
o The PIA has been drafted and is being circulated for review.
o  Waiting for comments back from FBI OGC.
¢ Census Bureau
o Meeting with US-VISIT and CPB held on 05/21/2009 to discuss queuing of CPNU submissions during
the period of Census (April 28-May 2, 2010).
o Both US-VISIT and CBP pressed for a reason why Census cannot submit over an extended period of
time to alleviate the capacity issues.
o CBP is concerned that CJIS queuning their CPNU submissions will be used to validate a claim that POE
is<civil. CBP also expressed frustration in not being asked if they could hold submissions, but told
CPNUs must be queued.

FBI-SC-16565

May 18 —22,2009
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Secure Communities
o TX Dept of Criminal Justice deployed on Monday, 05/18/2009
o  San Diego County, California will deploy on Tuesday, 05/26/2009
o  SC Outreach Travel to Law Enforcement Agencies on 05/26-29/2009:
El Paso, Marfa, Harlingen, Laredo and San Antonio, TX
Interoperability ESC Meeting
o Pre-ESC meeting is scheduled for 05/28/2009 at 11:00 a.m. As requested, NBRP will brief DAD on
05/29/2009 at 9:30-a.m.
o ESC meeting is scheduled for 05/29/2009 at 10:00 a.m.
= DOD plans to participate at US-VISIT
DHS Appropriations Committee Brieﬁng
o The briefing is scheduled for 06/03/2009 at 10:00 a.m. Waiting for confirmed location (Building and
Room) from US-VISIT.
o The final talking points were provided to OMB.
o A pre-meeting with CJIS executives is scheduled for 06/01/2009 at 3:00 p.m.
Personnel Transfer with DHS/ICE
o  Revising EC to Associate Deputy Director to include responsibility/duties while assigned at ICE.
o Need name of Special Agent to be incorporated into EC.

HSPD 24

NCTC is conducting a data call to provide senior Counterterrorism (CT) leaders/managers with an integrated
view of the IC’s performance against the CT mission and a set of community initiatives to address shortfalls and

gaps.
o  Responses are duc to the Executive Staff by COB 5/26/2009.
o CIJIS staff| Uto review the FY2009 CT Integrated Landscape Assessment and provide
responscs y 05/22/2009. A consolidated response will be forwarded to Executive Staff
by deadlir

Terrorist Screening Cemer (TSC):
o Meeting held on 05/14/2009 to discuss TSC Biometrics Business Requirements document
= Working Group members have provided specific questions with regard to functionality
referenced in the document.  All comments arc being deconfilicted and a consolidated list will
be sent out 05/26/2009.
=  Executive management attempted contact with Unit Chief assigned to TSC; no response has
been received as of 05/21/2009.
National Security Threat Implementation Working Group (NST IWG):
o The final report encompassing a KST and NST update for the President is on schedule for the
06/05/2009 deadline.

FBI-SC-16566
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 Biometric Interoperability Statistics

Shared Services Statistics 05/14/09 - 05/21/09

1"“[;*0‘ta:|gi e

# of Searches to Matches to
State / Agenc IDENT IDENT Data
L - _Secure Communities o
TX 3,237 722
MA 496 57
NC 1,687 316
PA 615 155
AZ 5705 1,240
FL 6,440 1,346
VA 339 110
Sub-Totals 18,519 3,946
OPM 24,684 1,105
FBI Agent Access
(Phase 1) 30 8
Sub-Totals 1,113

Agency

# of Searches

Identifications
to IDENT data

DOD

4,557

May 18 —22,2009
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 Meetings and Major Activities

UPCOMING ACTIVITIES

| Date(s)

To- From

Meeting Description and Time

_ City and State

. Participant(s)

| ‘Vt‘mit(s) |

Page 6 of 68

PurpaseiCohment :

. Building/Room #

SC DelGreco, S.Trent,
519 | 5/20 | NBRP Rocky Gap, MD Many
5/19 | 5119 | NBRP | SC Outreach Local LEA Tuecson, AZ NBRP Qutreach
5/20 | 5/20 | NBRP | SCOutreach Local LEA Corpus Christi, TX I Nngg Outreach
deniba e e e | BCOE, |
B/26:1:5/26. | BCOE | :CODIS/NDIS Transition Working Group:VTC: | Telecon - B3:708: 1TMS;:
Harlingen, Laredo
5/27 | 5/29 | NBRP | SC Outreach Local LEA & San Antonio, TX I NBRP | Outreach
/27 | 5/28 | NBRP | SC Outreach Local LEA El Paso, Marfa TX | NBRP | Outreach
R | [ . clis | DADMoris SCDEIGIeE0, |y |
S 8d N T Omonm [ ] | Mew
" Acting).AD Pender, DAD

(May) Interoperability Pre-ESC CJIS ( !

5/28 | 5/28 | NBRP (11:00 am - Noon) (DAD Conf Rm) Morris, SC DelGreco ALL
. Acting) AD Pender,

(May) Interoperability ESC CJIS ( .
5/29 | 529 | NBRP | 1900 am - 11:00 am) (DAD Conf Rm) ALL
SR i L Adting) AD Pender, DAD. |
R e =i Pre-Meeting for DHS Appropriations Briefing i i ClIS: - '.(' T S Sy o
S e | DaDCawRy (MRIRSRDRGEER | M e

DHS Appropriations Committee (Quarterly Washington, DC " DelGreco k:zlfi
653 | 63 | NBRP | US-VISIT Briefing) (Bldg & Rm - —DAMLST ' ALL b2

(10:00 a.m.) TBD) bTE
6/4 | 6/5 | NBRP | APB Meeting Nat"’“lf‘/'l;arb"r’ [ NBRP
e o [ Toprovide meeting |
©/151:6/19 1 BCOE | FISWG Meeting 0 0 “Atlanta, GA S BCOE | support for FISWG .
- : B RO :' B 3 - - SR B .' 3 ‘: . - 3 :meeth- :

NBRP . . - ’ Fort Lauderdale, NBRP | Combined booth for

6/20 | 6/24 BCOE National Sheriff's Association Meeting 2009 FL l BCOE NBRP and BGOE.
8/16 | 8/22 | BCOE Tampa, FL BCOE

COMPLETED ACTIVITIES — Previous Week

e e e
. _M?‘gt;‘ g‘:Dq‘sscn"lpt‘ion‘ and ;Timg,:  Building/Room# ‘:Partlmp‘an‘t‘(s) e Uﬁlt(s) ‘ ‘:‘r‘pas‘e‘fCol"nm(?nf‘. .
To discuss. BCOE
BCOE development activities
5/11 | 5/11 | BCOE | BCOE Monthly Teleconference Teleconference and share information
TEST ) . ’
regarding FBI biometric
activities.
NBRP ) ) . . : . NBRP Training and
512 | 5114 BCOE 2nd Annual Biometrics & Forensics Summit San Diego, CA BCOE networking
5/13 | 5/14 | NBRP | Compact Council Meeting Atlanta, GA NBRP
513 | 5/13 | NBRP | SC Outreach Local LEA Las Cruces, NBRP
Deming NM :

May 18 —22,2009

FBI-SC-16568
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Timeline

New Business and Rapid Prototyping Timeline .
Monterey, CA
San Luis Obispo

!
;
1
ol
‘
;
‘
‘
‘
3
‘
|
‘

616 8/25 o9 Solano, CA
6/9 Bexar, TX Pecos, TX Orange, CA Contra Costa, CA Sonoma, CA
Los Angeles, cABrewster, TX - Presidio, TX Riverside, CA San Mateo. CA Tulare CA
612 ' Culberson, TX Terrell, TX  SanBernardino, CA Santa Barbara. CA 1027 '
Dimmit, TX Travis, TX Orange, FL . . .
Ventura, CA d : ’ 18 Stanislaus, CA Baltimore, MD
El Paso, TX  Webb, TX Paim Beach, FL Bronx. NY Montcomeny. MD 11750
Hudspeth, TX  Zapata, TX : gomery. Broward, FL
- - ' Kings, NY Prince George’s, MD Lee. FL
DoD Jeff Davis, TX 811 New York NY )
Fresno, CA ¥ Manatee, FL
’ Queens, NY 1013
Kern, CA
Honolulu, HI

Shared Services

10/8
5/09 o Denver, CO 12/09
56 Cook, IL (E;iﬁiglt GGAA 117
San Diego, CA 623 .6124 Wayne, MI Clayton YGA King, WA
(DS?QI?‘[AQI?A) NM  Imperial, CA ' 3 Anchorage Municipality
! Apache, AZ
/ Hidalgo, NM a2 Essex, NJ Navalo, AZ
Luna, NM Philadelphia, PA Hudson, NJ 10,
6/8 818 9/15 Coconino, AZ Passaic. NJ
Cameron, TX  Pima, AZ Alameda, CA Nassau, NY  Mohave, AZ Unioh ’NJ 1110
Hidalgo, TX Santa Cruz, AZ Sacramento, CA Suffolk, NY ’ Oklahoma OK
Starr, TX Brooks, TX 8San Francisco, CA Westchester, NY Tulsa OK
Willacy, TX JimWells, TX San Joaquin, CA Fort Beynd‘ TX
Cochise, AZ Kennedy, TX Santa Clara, CA Montgomer‘y‘ X
Kleberg, TX Nueces, TX Tarrant, ™
12131

5111 98,000 per day

Averaging 67,708

CBP Full
Deployment

FBI-SC-16569

May 18 —22,2009
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Microsoft Outlook

From:

Sent: Friday, May 20, 2011 3:21 PM

To: Gibson, Beth N; Hale, Brian P

Cc: (b)(6), (b)(7)(C)
Subject: OPA: Secure Communities and New York

Hi Beth and Brian,

Issue:

A reporter in New York with El Diario who also writes for the blog “Feet in Two Worlds” has requested
information on Secure Communities and pressure on New York Governor Andrew Cuomo to terminate the
SC memorandum of agreement with ICE.

Background:
Secure Communities has been deployed in 27 of 62 jurisdictions in New York state. Immigration advocates

have reportedly been calling upon the governor to bow out of Secure Communities.

Planned response:
PAO plans to provide the following cleared information on participation in Secure Communities to the
reporter.

¢ '"Secure Communities is not voluntary and never has been. As we have noted before, unfortunately,
this was not communicated as clearly as it should have been to state and local jurisdictions by ICE
when the program began. We have taken several specific steps to address this issue. Through outreach
with local jurisdictions and members of congress, we have since made the parameters of the program
clear to all stakeholders involved."

Secure Communities is mandatory in that, once Secure Communities is activated in a jurisdiction, the
fingerprints that state and local jurisdiction submits to the FBI to be checked against the Department of
Justice’s biometric system for criminal history records are automatically sent to DHS’s biometric
system to check against its immigration and law enforcement records. The United States government
has determined that a jurisdiction cannot choose to have the fingerprints it submits to the federal
government processed only for criminal history checks. Further, jurisdictions cannot demand that the
identifications that result from DHS's processing of the fingerprints not be shared with local ICE field
offices in that jurisdiction. The local ICE field office, and not the state or local law enforcement agency,
determines what immigration enforcement action, if any, is appropriate. In that sense, a state or local
jurisdiction may not “opt out” of Secure Communities.

A jurisdiction may, however, choose not to receive the identifications that result from processing the
fingerprints through DHS’s biometric system that are provided to the local ICE field office. This ability
for jurisdictions to choose not to receive the results of the information sharing between the FBI and
DHS has in the past been mischaracterized as a mechanism for a jurisdiction to “opt out” of the
program as a whole. In fact, a jurisdiction’s decision.”

e DHS has expanded the Secure Communities initiative —which uses biometric information and services
to identify and remove criminal aliens in state prisons and local jails — from 14 jurisdictions in 2008 to
more than 1,200 today, including all jurisdictions along the Southwest border. DHS is on track to
expand this program to all law enforcement jurisdictions nationwide by 2013. In FY 2010 alone, Secure
Communities led to the arrest of more than 59,000 convicted criminal aliens, including more than
21,000 convicted of major violent offenses like murder, rape, and the sexual abuse of children.

1

Document ID: 0.7.98.170762 ICE 2010FOIA2674.0135594
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e  We're focused on smart, effective immigration enforcement that prioritizes criminal aliens who pose a
public safety threat.

e To date, Secure Communities has led to the removal of more than 72,000 illegal immigrants convicted
of crimes, including more than 26,000 convicted of major violent offenses like murder, rape and the
sexual abuse of children.

¢ By 2013 we plan to make Secure Communities available to every jurisdiction in the country.

I plan to speak to the reporter at 1:00 PM PDT today.

(b)(6), ...

Spokeswoman and Public Affairs Officer

Pacific Northwest & New York

U.S. Immigration and Customs Enforcement
Homeland Security Investigations &
Enforcement and Removal Operations

(LTS ()6). (v)7)) [ )6). 7)) |

(Mobile) IICRGIGLC)]

(b)(6), (b)(7)(C)

Document ID: 0.7.98.170762 ICE 2010FOIA2674.0135595
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Protecting the Nation
FBI Perspective: national security gaps in our communities

Background
The tingerprint systems separately maintained by the Departments of Justice (DOJ) and

Homeland Security (DHS) are managed, respectively, by the Federal Bureau of
Investigation Criminal Justice Information Services Division (FBI CJIS) and the United
States Visitor and Indicator Status Technology (US-VISIT) program. Both systems were
originally deployed by the DOJ, the parent agency of the FBI and the legacy Immigration
and Naturalization Service (INS), which was subsumed under the DHS umbrella in 2003.

The lack of information-sharing between the DOJ databases, Integrated Automated
Fingerprint Identification System (IAFIS) and Automated Biometric Identification
System (IDENT), created a public perception of ineffectiveness following two high-
profile cases. To ensure improved communication between the two systems and prevent
similar incidents, Congress directed in Fiscal Year 2000 Appropriations language that an
integration strategy be devised. Congress expressed concern that other federal, state, and
local law enforcement agencies should have access to INS Border Patrol data and that the
Border Patrol should have the full benefit of FBI criminal history records when
processing persons apprehended at the border.

In response, the DOJ submitted the IDENT/IAFIS Integration Plan, dated March 1, 2000,
and developed an integrated fingerprint workstation, capable of simultaneously searching
both the IDENT and IAFIS for the Border Patrol. A pilot deployment of the integrated
workstation began in 2000, with rollout to additional sites throughout 2001 and 2002.
Deployment of the integrated workstations continued on schedule following
establishment of the DHS in 2003, and full deployment was completed within 2005,

Interoperability Status
Representatives from various offices held periodic discussions in 2003 and 2004, but it

was not until the formation of a joint FBI CJIS and US-VISIT Integrated Project Team
(IPT) in May 2005 that Interoperability discussions were re-invigorated at a working
group level. The IPT recommended a phased Interoperability approach, incorporating an
interim solution, Initial Operating Capability (I0C), and Full Operating Capability
(FOQC).

Although access to the FBI’s Criminal Master File (CMF) was previously available to
any authorized agency, the integrated IDENT/IAFIS workstation streamlined the process
used by IDENT customers by eliminating split routing and multiple fingerprint captures.
Conversely, information sharing from IDENT to IAFIS was not enabled until the
deployment of the interim Data Sharing Model (iDSM) in September 2006. Serving as a
proof of concept for Interoperability efforts, the iDSM established the platform and
processes necessary to increase the data shared between the Department of State (DOS),
DHS and DOJ, and piloted technology alternatives for the Interoperability solution. The
iDSM replaced the previous extract method of sharing Want/Warrant (W/W) and Known

FBI-SC-16739
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Impact to FBI
NGI is one of the largest development efforts undertaken by the FBL. The project,

scheduled to be delivered incrementally over the next 10 years, is estimated to cost
approximately one billion dollars. FBI CJIS already invested time and resources in
meticulously planning for as well as implementing the early stages of this major
initiative. Current NGI requirements had to be vetted through the APB in order to
safeguard state and local agencies’ interests. The NGI contract was required to go
through a lengthy approval process by FBI and DOJ. The DHS request to change the 30
second requirement to 10 seconds at this late stage will have severely adverse
implications on several fronts such as cost, schedule and increased oversight.

Cost:

o Potential for significant cost impact exists as even a minor change to the original
requirements listed in the contract requires an Engineering Change Proposal
(ECP), necessitating the expenditure of millions of more dollars.

Funding for NGI is based on previously agreed upon requirements.

e Current fingerprint trade studies are being conducted based on the 30 second
requirement. The change to 10 seconds may require additional trade studies,
resulting in additional cost.

e FBI CJIS will have to expend more time and resources in re-addressing NGI
priorities with state and local law enforcement agencies due to DHS changing
requirements after the project has been initiated. APB has been briefed
previously and would have to be apprised of the change in requirements as well as
possible impacts.

Schedule:

e Last minute requirements changes could cause schedule slippage on all NGI
increments, causing embarrassment to the FBI and DOJ. As the largest
development effort by the FBI, NGI has received press coverage in the national
media.

e Other NGI functionality will probably be delayed.

e NGI’s Project Baseline Agreement (PBA) has been approved by FBI Deputy
Director in January 2009. Requirements change would entail revisions to the
PBA as well as further approval by the Deputy Director.

e Changes of this nature must be vetted through FBI and DOJ, requiring additional
time to be built into the schedule.

Oversight:

NGI contract has been under close scrutiny by FBI Headquarters (FBIHQ) since its
inception and had to traverse the FBIHQ gating process. Additionally, FBI CJIS is held
responsible to various agencies such as Government Accountability Office (GAO),
Office of Management and Budget (OMB), Inspector General (IG) and Department IT
Investment Review Board (DIRB). Requirements changes such as the 10 second
response will result in intensified scrutiny.

FBI-SC-16742
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Executive Steering Committee Meeting

DHS / US-VISIT & DOJ / FBI Interoperability
August 7, 2008

DRAFT

a7 Homeland

| ’Q@“ Security

- Agenda
Introductions/Opening Remarks

Discussion Points

A. North Carolina Counties and NFF States—[:—:_]

*  Use of Default Data and CPI message

B. UK-Visa
» Search of CJIS owned dataset (search and no response)
= Request to full access of CMF

C. Secure Communities Deployment - ICE

D, Stakeholder Process |

E. Request for NCIC Access for LE&I Unit :l

F. Establishment of Recurring ESC Meeting Date/Time -|:|
&g Homeland
%% Security 2 .

FBI-SC-21084
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Agenda

Update:

= |DENT ability to handle Secure Communities Volumes/Roll Out — [
Mike Gannon ‘

* Shared Data Component -[:] gfjc

* Increasing Datasets in Shared Data Component -I:l

=  Single Search Deployment -

= Status of Rapid Search Request-{ |

Homeland
Security s

" | A. North Carolina Counties and NFF States

= Use of Default Data and CPl Message

* Single Search submissions to IDENT contain the following:
» Fingerprint Image }
» Name-
» DOB
» TCN (which will be replaced with FNU for all confirmed Identifications)

= CJIS is also generating Single Search submissions to IDENT from
participating NFF state’s CPl messages.
= CPI messages do not contain name and DOB information
= 'For North Carolina, default values for Name and DOB fields will be .
used

w2 Homeland
\&% Security s

FBI-SC-21085
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A. North Carolina Counties and NFF States

= Use of Default Data and CPl Message

= US-VISIT has identified the need for name and DOB information
from CPI submissions before searching IDENT

» Qutstanding Issues:

= CJIS:
» Name and DOB associated with submission is not available
» Providing name and DOB of associated CMF record will require
development effort/time/resources

= US-VISIT:
* Additional NFF state’s CPI participation constraints

Homeland
&% Security s ‘

g7) Homeland '
&7y Secur i(’.Y 1

FBI-SC-21086
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Homeland
Security 7

C. Secure Communities Deployment

Through Interoperablhty SC initial focus is on processing criminal
aliens who pose the greatest threat to their communities

= SC relies on the sharing of national and local immigration and law
enforcement data through Interoperability to identify criminal aliens

» Those individuals who pose the greatest threat to their communities are
individuals who have been convicted of major drug offenses and violent
offenses such as murder

= For aliens convicted of serious offenses, ICE will detain and remo&e the
individual after they complete their sentence

= For those aliens who may have been convicted in the past of a serious
offense and now booked for a minor offense, ICE will seek to take them into
custody immediately

= [CE estimates that it will take up to 3.5 years to rollout Interoperability to all
local jails and booking facilities

= |CE is working in full partnership with FBI CJIS Division and US-VISIT and
their stakeholders to make sure all are actively engaged to fully understand
Secure Communities

Homeland
Security s

FBI-SC-21087

b7E
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C. Secure Communities Deployment

SC along with its CJIS and US-VISIT partners has outlined
immediate objectives to prepare for the first phase of
IDENT/IAFIS Interoperability deployment

= Next Steps:

* Conduct the site selections assessment with the State
Identification Bureaus (SIBs)

= Work with CJIS, US-VISIT, and the SIBs, to conduct outreach and
training at the local jails and booking locations

* Finalize the initial site selection list
« Finalize the Secure Communities concept of operations
- » Begin deploying interoperability to the first phase location

Homeland
% Security . . 0

" D. Stakeholder Process

= CJIS Advisory Process

» The process is one of shared management: the FBI, local and state data providers and system
%ﬁ?&a gpgr‘e responsibility for the operation/management of all systems administered by the FBI
ivision,

« Topic Papers Suggestions are submitted to Designated Federal Officer
= Inforrnation
» Action

= Working Groups review operational, policy, and technical issues related to CJIS
programs/policies making recommendations to the APB or a subcomnmittee

« Subcommittees thoroughly review confroversial policies, Issues, program changes, and
formulate alternatives and recommendations for the consideration of the APB,

= [dentification Services Subcommitiee

» Advisory Policy Board Is responsible for reviewing appropriate policy, technical, and operational
) Issues rr’éla{edqt’o clis Divisig programs and mggespr%eommendagyons to the FBI Director

» The APB, Subcommittees, and Working Groups meet twice yearly

« A motion was made and canied in December 2005 by the APB that the IETF is the appropriate
vetting body for specific Interoperability details

= ESC
= There is APB representation on the ESC
= DHS representation on APB
= During the APB process, items may require elevation to the ESC
« |tems from the ESC could get vetted through the APB process

Homeland
Homelan

£ 22N
(N /N

FBI-SC-21088
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D. Stakeholder Process
-I:lto provide slide

b6
b1C

Homeland
Securlty 1 ’

E. Request for NCIC Access for LE&I Unit

-| to provide slide

Homeland
&% Security 12

FBI-SC-21089
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F. Establishment of Recurring ESC Meeting Date/Time

= [ssue
= Meetings currently occur on “as needed” basis

= Difficult to schedule meetings in timely manner due to schedule
conflicts

= ESC Meetings this Calendar Year
« 03/14/08 i

= Discussion
» Determine frequency
» Monthly / Quarterly / Semi-annually / Other

" = Determine best dateftime for recurring ESC meetings
. » |dentify “mandatory” attendees for ESC meetings
= Work with appropriate secretaries to schedule meetings
» Flexibility
« Allow flexibility for "ad hoc™ meetings for special situations/issues

P Homeland
Security 5

Ramp-up to 98K

= FBI has made operational and technical changes to support 48K searches per
day from CBP Primary by 12/19/08

» Follow-up from 05/28/08 letter
» Status of CBP prioritization of submissions to IAFIS

» Response time requirements for CPNU transactions
» Something between 24 hours and 72 hours

» User agreement was signed on 05/26/08

» Status of Ramp-up beyond 48K

* Established intemal worgin%group (operational and technical representatives) to
prepare plan for increasing beyond 48K prior to NGI

= Plan anticipated in October

= Future need

= Positive identification vs. candidate response
« CBP Primary transaction requirements currently identified as candidate responses within 30
seconds in NGI

* True volume = 98K y

‘ Homeland '
&7 Security " .

FBI-SC-21090
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IDENT ability to handle Secure Communities
Volumes/Roll Out

» Not sure we need this slide...included this as an
outstanding issue under the Single Search slide. We
need to make sure not to lose this item though when they
try to edit the slides.

& Homgand . &

Shared Data Component

= CJIS:
= Network upgrades at Rockville Data Center continue

=. Ability to upgrade shared data updates from once per day to real-
time on-schedule for first quarter of CY09

= US-VISIT:
= Update from US-V

¥ Homeland
&% Security "

FBI-SC-21091
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Increasing Datasets in Shared Data Component

= Action item for CJIS and ICE from Rocky Gap Off-site

= CJIS to determine if additional datasets can be included in SD
component

« Established internal working group with SME to identify distinguishable
datasets )

= Post October decision - The expansion of datasets was discussed at the
ESC on 03/14/08. CJIS agreed to revisit the possibility of additional
datasets post October 2008.

« Updated PIA

« |CE to determine best dataset to include in SD component
» Need for actionable data

* Possibility for incorporation into RISC

148 Homeland
Security ' 7

0

Single Search Deployment

= Full séarch of IDENT Repository
» Implementation of single search functionality — 10/25/08
» FBI build planned for 09/07/08
» US-VISIT build planned for 10/25/08

« Participating iDSM agencies will migrate to services-based query of IDENT
repository

« Boston Police Department; Harris Co. Sheriff's Office; Dallas Co. Sheriff's Office;
OPM; four NC counties; and pessibly DOD

* ]AR (from LESC) and IDR (automated response from IDENT) will be returned via
existing routing mechanisms

= Piloting IDR - drafting evalyation plan
= Additional Law Enforcement Users
* Deployment strategy through ICE Secure Communities effort
= Qutstanding Issues

» *Full” IDENT repository search
« What IDENT data will be searched?

« Ability for IDENT to handle increase in searches beyond existing iDSM customers
beginning in November 2008 as part of Secure Communities roll-out

@ty ,,

FBI-SC-21092
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S

tatus of Rapid Search Request

Action item from Rocky Gap Off-site

= DHS Interested in a positive identification search with a 15 minute response time similar to DOS
transactions for individuals referred to secondary ins| - )

CJIS request for a narrative description of the requirements for the DHS Rapid Response
Capability to include estimated volumes - 05/27/08

*DHS Rapid Response from Full CMF Search” white paper provided to CJIS - 06/27/08

= Enhances the inspection process at secondary for those referred from primary by eliminating the
need for rolled fingerprints to determine if enforcement action is necessary”

Utlizes ten flat prints collected by CBP officers at primary inspection

Processes estimated average daily volumes of 8,390 transactions/day for all POE
Requires a response time of a 2 minute candidate list or a positive ID w/in 16 minutes
Requests rapid response capability as soon as possible

Suggests a pilot to determine the feasibility, technical issues and operational benefits

CJIS request to DHS for clarification on the estimated volumes and for an explanation of
DHS functionality to prevent duplicate submissions (primary and secondary) - 07/07/08

« CJIS confirmed discussions from the off-site meeting during the IPT that all candidate responses
must be based on rolled fingerprints untl NGi~ 07/10/08

DHS clarification responses reference the TVS for estimated volumes and mention an
ability to tag submissions to CJIS similar to the tags placed IDENT submissions ~ 07/29/08

CJIS will be able to support a 10 minute positive identification search for Type 14.
Identification Flat fingerprint submissions with the implementation of NGI

Homeland
Security 19 j

FBI-SC-21093
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l I@ic.fbi.gov]

From:

Sent: ust 02, 2010 12:25-PM
To: leo.gov'

Subject: w: Language re mandatory

- Sent from blackberry -

From:l

To! dhs.gov' @dhs.gov>

Cc:

Edhs.gov’ ZQ'DTU_PM@P.
Sent: Mon Aug 02 11:34:1

Subject: Re: Language re mandatory

Great. Thank you. I'd like to be able to send up a near identical response.

FBI/CJIS

Global Operations

.

From:] [@dhs.gov> bé
To: b7C
Cc: @dhs.gov> ;l k@dhs.gov> ;

Sent: Mon Aug 02 11:30:44 2010

Subject: RE: Language re mandatory

We got an extension, so we are still working it. We plan on sharing with you before it goes up

Hﬂm_mn:muniﬁes
dhs.gov
Mobilg
Office
From: | |[mailtd Pic.fbi.gov]
Sent: Monday, August 02, 2010 11:28 AM
To! @dhs.goy
Cci dhs.gov'I:k@dhs.gov'
Subj guage re mandatory

Did you provide any response Friday or do you know if a response went out from DHS?

FBI;;J I;

Global Oper:

ations

)
C

FBI-SC-FPL-182
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Fro m l b6
To: dhs.gov |@dhs.gov> b7 c
Cc: dhs.gov' { Jhs.gov> ;| I@dhs.gov' !@dhs.govy '

S

Sent: Fri Jul 30 16:49:13 2010
Subject: Re: Language re mandatory

Trouble with statement is that we are technically compliant now.

'-sorry so delayed. [ have limited coverage where | am

FBI/CJIS

Global Operations
(6]
C

From: Canty, Rachel E l [odhs.qov>
To

Cc l@dhs.qov> ; [@dhs.gov>
Sent: Fri Jul 30 16:19:18 2010
Subject: Language re mandatory

How about this:

Is participation mandatory by then? A: By 2013, CJIS plans to be technically compliant with their mandate to make IDENT and IAFIS
interoperable. As such ICE will be able to receive all fingerprints submitted to CJIS.

Rachel Canty
Chief of Staff
Secure Communities

Jxmmg@ﬁg_[moms Enforcement
oV

FBI-SC-FPL-183
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From: | [@leo.gov]
Sent: Wednesday, August 11, 2010 2:55 PM

To:
Cc:
Subject: . erification Request for 15 MD Counties

| am not sure if the message was mis communicated or not but, by 2013, to fulfill the Congressional mandate for
increased information sharing, the federal government plans to activate IDENT/IAFIS interoperability for all criminal
fingerprint submissions nationwide. |don't think Secure Communities has their own mandate, but I have copied:|

the Regional POC for the SCPMO.I:' does SC have a separate mandatory federal bill? Please respond to all
so we can clarify...

Thanks

FBI CJIS Division
Interoperability Initiatives Unit

leo.gov

This email may contain Persanally Identifiable Information {PI) which must be protected in accordance with applicable privacy and bé
security policies. If you are not the intended recipient of this information, disclosure, reproduction, distribution, or use of this b
information is prohibited.

From: |[mailto| |@Ieo.gov]
Sent: Wednesday, August 11, 2010 1:44 PM

To:

Cc:

Subject: FW: ORI Verification Request for 15 MD Counties

Could you please follow up with bn this issue?
Thanks!

Management and Program Analyst
Interaperability Initiatives Unit
DOJFBICIIS

[ lon oo
geiors

This emall may comain Personally Identifiable information (Pll) which must be profected in accordance with applicable privacy and security
policies. If you are not the intended recipient of this information, disclosure, repoduction, distribution, or use of this information is
prohibifed. -

From: |:|[mailto|:bdpscs.state.md.us]

Sent: Wednesday, August 11, 2010 1;43 PM FBI-SC-FPL-230
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To:
Subject: RE: ORI Verification Request for 15 MD Counties

Im trying to follow up on something that was shared with me from a local Ice person in Balt.,, He stated that in 2013 this
Secure Communities will be a mandatory federal bill?? Do you know if that is accurate and if so do we have a legislative

reference for that fact. 1t would help my push here to keep things moving...let me know if you have any info on this or
know who might... thanks

Sent: Wednesday, August 11, 2010 11:38 AM

To:| |

Ccy CIRY; | [@leo.gov
Subject: ORI Verification Request for 15 MD Counties

Importance: High

Good morning,

The following cotnties within your state have been identified for Secure Communities deployment in the near future:

Allegany Calvert Caroline Carroll Cecil
Charles Darchester Garrett Harford Howard
Somaearset Talbot Washington Wicomico Worcester

In preparation for deployment, attached please find a proposed list of ORIs to be used through Interoperability for the
Secure Communities Initiative, .

Based on the selection criteria below, please review the ORIs, coordinating the review with the counties as appropriate.
Please identify any additions or deletions on the sheet and returmn them to me by 09/13/19,

Selection criteria - only agencies submitting Criminal Tenprint Submission Answer Required (CAR) transactions
and National Fingerprint File (NFF) states submitting Criminal Print Ident (CPI) transactions wili be considered
from state, local and tribal law enforcement agencies. ORIswith B, D, F, H, L K, M\, N, O, P, Q, R, T, U, Vand W
in the 9th position will be excluded from consideration and have not been included in the preliminary listing.

There may be ORIs on the list that are no longer used by the county and may need removed from the list. Also,
there may be additional ORls that are not on the list, such as terminal numbers which will need to be added.
Additionally, at this time please mark for removal any ORlIs that do not book exclusively through the county
booking stations participating in this effort. For example, if there is an ORI that submits through a county selected
for participation in the program that also submits through a county not yet participating, the ORI would be
excluded until both counties are activated. If this is the case, please note the names of the additional counties on
the spreadsheet.

Thank you in advance for your assistance in this matter. Please do not hesitate to contact me if there are any questions or
concerms.

Please note that all ORI information is Law Enforcement Sensitive and should be disseminated appropriately.

Thanks!

Management and Program Analyst

Interoperability Initiatives Unit CrEDl .
DOJ/FBICIIS FBI-SC-FPL-231

From: | |Fmailto :| bleo.gov] -

C
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Ehleo.gov h7C

This email may contain Personally Identifiable Information (Pil} which must be protected in accordance with applicable privacy and securifty
policies. If you are not the intended recipient of this information, disclosure, repoduction, distribution, or use of this informaltion is

prohibited,

FBI-SC-FPL-232
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From: | l@,leo.gov]

Sent: Tuesday, September 28, 2010 4:14 PM

To:

Ce:

Subject: Comments to minutes for WG on 9/16 .

Attachments: SC_WG_Meeting_Minutes 21810_CJIS comb Comments_8_27_2010.docx

k&

Attached are the CJIS comments. We think it is important to capture the details around the ORI validation, especially Bre
since CJIS will only validate the ORl's with the SIB now. Please review and let me know if you have any questions.

Thanks

FBI CJIS Division
Interoperability Initiatives Unit

Jeo. gov

This email may contain Personally Identifiable Information (P11} which must be protected in accordance with applicable privacy and
security pelicies. If you are not the intended recipient of this information, disclosure, reproduction, distribution, or use of this
information is prohibited.

FBI-SC-FPL-313




SC PMO Working Group Meeting Minutes with FBI CJIS and US-VISIT
September 17, 2010

U.S. Immigration .
and Customs = SClgﬁgumnes
Enforcement

Meeting Date September 16, 2010

Meeting Time 2:00 PM

Meeting Location PCHN Bldg — 3™ Floer, Conference Room 3175

Meeting Name SC PMO Working Group Meeting with FBI GJIS and US-VISIT

Facilitator

Scribe

Attendees IlIC.JISi |

L US-VISIT] |J

). SC Warc Rapp,|

Purpose of Meeting:

» Todiscuss and strategize potential changes to Interoperability cutreach and activation
processes with FBI CJIS and US-VISIT.

Discussion:

" CJIS will work with SC on a case by case basis where an LEA-centric approach is

requested by that state’s SIB. Potential risks include increased workload ar_1d poi_entia!

®  (CJIS was uncomfortable relying solely on the bi-annual ORI review with the states for

Interoperability validation. CJiS will confinue tof

SC PMO Touch Base Meeting with CJIS and US-VISIT

FBI-SC-FPL-314
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is already at thelr capacity for managing POCs for this-purpese validating ORI's and do
nof want to manage two different parallel processes, CJIS has determined they will
validate the ORI's with the SIE oniy.

= —LS-VISIT has agreed it will no longer neeihﬁwmﬂ.ﬁ]ﬁmn.hﬁ_l
remaved from the initial ORI validation list

=  Everyone is in concurrence with new email correspondence. Only minor changes will be
made once CJS forwards them {o SC. The new email aclivation notification policy will
take effect for activations occurring after October 1, 2010

®  CJIS will conduct a legal review of materials in furtherance of desire to distribute
electronic versiens of Interoperability materials in the near future,

" CJIS is comfortable with state-wide briefs fo agencies/associations replacing local briefs.
This will agsist with outreach in the case of statewide activation requests.

=__3C is currently madifying the language around the Opt in / Opt cut message. Once it is
ready, SC will forward to our partners:for review.

A

*2.c---{ Formatted: Font: (Default) Arlal, 10 pt

Action ltems:,

"{ Formatted: Indent; Left: 0.25"

= CJIS wi' provide SC with further information on the ORI creation process and how states

2:77-{ Formatted: Font: (Default) Arial, 10 pt, Bold

notify CJIS_of new ORT's for, heir agencies

~.. | Formatted: Font: 10 pt

to the partpers for review prior to implemenation.
®_ CJIS will check internally to see if the outreach materials pertinent to CJIS can be shared

" The gutreach materials will soon be delivered electronically. SC will forward the materials

= SC will develop an ouireach plan for the LEA’s that are not activated by the SC
deployment vlan but will be adtivated with the implementation of NGI for CJIS and US-
VISIT to review

“-\‘:‘@rmatted: Supetseript
el { Formatted: Superscript

*{ Formatted: Font; Times New Rontan

LA A A

elecironically or posted fo websites. ltems should be marked LE sensitve as appropriate.

SC Interoperability Deployment Meeting w/ CJIS & US-VISIT 2

FBI-SC-FPL-315
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(CK) (FBI)

I
From; | [cJIs) (FBI)
Sent: Thursday, November 18, 2010 11:16 AM
Subject: - Opt Cut Tetter for Director Mueller
Categories: sc rpl, Blue Category

First, it's definitely hard to write a letter that may be going to the Director and second, trying to downsize all the
information that really needs to be in this letter makes that even more difficult. There are some many potential impacts
either way we go on this one and it would be very difficult to get all of this low-level information clearly understood. So I
say all that to say...good job! My changes are just a few rewords.

Attached is a version that has the changes marked up and a version with all changes accepted. Due to | being out all
next week I wanted him to begin reviewing in case he wanted to do anything about this today or tomorrow.” If you are
opposed to any of the changes, by all means we can discuss as I think we're both aware this won't be the final. @

L ™

4 4
Directors_Opting Directors_Opting
Qut Interoper... Out Interoper...
Thawnks!
From{ ICI1S) (FBI)

Senf: 2010 11:46 AM
To: IS) (FBI}
Subject: Opt Out leter for Director Mueller

will also provide you a hard copy for review. | will sgve this in the Letter folder on th as well.
| thought you may want to review prior to sending to but let me know.

Aftached is a soft copy of the draft letter from AD Roberts to Director Mueller regardin? Oftinf Out. |

Thanks << File: Directors_Opting Out Interoperability letter_111510.wpd >>

;anagemen; and Program Analyst

FBI CJIS Divisicn
Global Operations Section

il itiatives Unit
ork
Blackberry

FBI-SC-FPL-346
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U.S. Department of Justice

Federal Bureau of Investigation

Clarksburg, WV 26306

November 30, 2010

Robert S. Mueller, IIT
Director
FBI Headquarters

935 Pennsylvania Avenue, NW
Washington, DC 20535-0001

Dear Director Mueller:

The Federal Bureau of Investigation’s CJIS Division continues to work with the
Department of Homeland Securit‘y‘f?I;I;x}i‘%éﬂ‘fi‘ﬁtates‘\\?isitp?'am;[mmigrant Status Indicator
Technology (US-VISIT) Program fo incrgase p f ibi{na 10151 in the biometric interoperability
established between the FBI's Integrated Avtomated Fingerprint Identification System (IAFIS)
and the DHS US-VISIT Automated Biometric Identification System (IDENT). Currently, state
and local law enforcement agencies participate in IDENT/IAFIS interoperability when the ICE
Secure Communities program deploys to a particular jurisdiction. As of November 16, 2010,
there are 788 jurisdictions in 34 states participating in the Secure Communities Program.
However, the ICE Secure Communities Program is receiving multiple requests from law
enforcement agencies (Arlington, VA; Santa Clara and San Francisco, CA) to "opt-out" of
participation in Secure Communities.

On May 24, 2010, representatives from the CJIS Division participated in a
meeting with the Immigration Counsel with White House Judiciary Committee Majority Staff to
discuss the process of activation and future plans for Secure Commumities.|

242-HQ-C1497984-BIOMETRICS
1 - Mr, Pender, Module C-3 1 - Mr. Rudge, Module C-3 ) béa
1 ~ Mr. Morris, Module C-3 1 - Ms. Module D-2 LY

}-Mr. dule D-2
DDRHH o FBI-SC-FPL-347
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Director Mueller

béa
V6

seeks your direction for responding appropriately. Iam %ymm convenience to discuss
|

this matter with you or your staff. Please call me at (304 if you have any questions.
iR / ;; Sijfe‘_relygours,

Daniel D. Roberts

Assistant Director

Criminal Justice Information
Services Division

FBI-SC-FPL-348
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U.S. Department of Justice

Federal Bureau of Investigation

Clarksburg, WV 26306

November 18, 2010

Robert S. Mueller, 111

Director

FBI Headguarters

935 Pennsylvania Avenue, NW
Washington, DC 20535-0001

Dear Director Mueller:

| The Federal Burean of Investigation’s CJIS Division continues to work with the
Department of Homeland Securit?'?ﬁ{qi’t’ﬁd‘ﬁtatesﬁfis‘igﬁraﬁdf,[ﬁnnigrant Status Indicator
Technology (US-VISIT) Program, fo increase pag "cipaﬁieﬁ in the biometric interoperability
established between the FBI's Intepratdd Automfted\Firigerprint Identification System (IAFIS)
and the DHS US-VISIT Automated Biometric Identification System (IDENT). Currently, state
and local law enforcement agencies participate in IDENT/IAFIS interoperability when the ICE
Secure Communities program deploys to a particular jurisdiction. As of November 16, 2010,
there are 788 jurisdictions in 34 states participating in the Secure Communities Program.
However, the ICE Secure Communities Program is receiving multiple requests from law
enforcement agencies (Arlington, VA; Santa Clara and San Francisco, CA) to "opt-out” of
participation in Secure Communities.

On May 24, 2010, representatives from the CJIS Division participated in a
meeting with the Immigration Counsel with White House Judiciary Committee Majority Staff to
discuss the process of activation and future plans for Secure Communities. Specifically, CJIS
was asked if we would activate a site that had not signed a written agreement with ICE and ifa
site could "opt-out" of participation. CJIS responded that the State Identification Bureaus
provide us the decision of whether or not a site is activated.

242-HQ-C1497984-BIOMETRICS

1-Mr. Pender, Module C-3 1 - Mr. Rudge, Module C -3 FBI-SC-FPL-349 bE
1 - Mr. Morris, Module C-3 1 - Ms. Module D-2 brc
1- Mz, Module D-2

DD 7)
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Director Mueller

seeks your direction for responding

Table at vour convenience 1o discuss this matter with you or your staff.

appropriately. I am av:
Please call me at (304)

if you have any questions.

Sincerely yours,

Daniel D. Roberts
Assistant Director

CrjminalJustice Information
Sen'viceg Division
JU UL

FBI-SC-FPL-350
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|(CK) (FBI)

From: [ JcusFey
Sent: Monday, December 2010 7:31 AM
To: | lcJis) (FBY

Subject: FW: DOJ Stance on Secure Communities "Opt Out"

From: MORRIS, STEPHEN L. {CJiS) (FBI)

Sent: Friday, December 10, 2010 1:28 PM
To: RUDGE, ROBERT C. (CJIS) (FBI) '
Cc 1S) (FBI)

Subject: RE: DCJ Stance on Secure Communities "Opt Out" e

BT

Bob|:|Lets get together next week to update me on the status. | also need to know who, if anyone, at DOJ has been
working this issue with you guys See you then

From: RUDGE, ROBERT C. (CJIS) (FBI)

Sent: Friday, December 03, 2010 1:17 PM

To: MORRIS, STEPHEN L, (CJIS) (FBI)

Subject: FW: DOJ Stance on Secure Communities "Opt Out”

Sieve...please ¢ below...fyi...

From: | l.CJIS) (FBI)

Sent: Wednesday, December 01, 2010 2:20 PM

To: RUDGE, ROBERT C. (CJIS) (FBI)

Cc:! (CIIS) (FBI)

Su H Ure Communities "Opt Out"

SC Rudge,

As you are aware, a state/local agency’s ability to “opt-out” of participating in the ICE Secure Communities program
continues to be a hot topic discussion in the media and during discussions of deployment.

As brief backeground. in late July, CJIS was made aware of a letter written to the Attorney General and the Secretary of
Homeland Security from the Honorable Zoe Lofgren, a California Congresswoman requesting “a clear explanation of how
local law enforcement agencies may opt out of Secure Communities by having the fingerprints they collect and submit to
the State |dentification Bureaus checked against criminal, but not immigration databases.” The Assistant Attorney
General and the Department of Homeland Security Secretary both responded in writing that an agency not wanting to
participate in the Secure Communities deployment plan'must formally notify the Assistant Director for the ICE Secure
Communities Program. These responses focused solely on the deployment plan. Secretary Napolitano has subsequently
clarified that ICE's position is that there is no opt out for the long term implementation. Additionally, this topic was
discussed during a meeting between the Immigration Counsel and the White House Judiciary Committee Majority Staff

131

FBI-SC-FPL-365
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where CJIS was guestioned if a site could “opt-out”. In line with the process established for activation, we responded
that the State Identifications Bureaus provide us the decision of whether or not a site is activated.

L4

In April, the Interoperability Initiatives Unit received notice of a Freedom of Information Act (FOIA) request regarding
Secure Communities. On October 30™, CJIS was notified by the OGC that the plaintiffs in the Secure Communities FOIA
filed a motion for a preliminary injunction with the Court, demanding expedited production of records relating to the
“opt-out” issue. The media is reporting this hearing is scheduled for December 9™,

We have had several discussions internally regarding the ClIS position and the possible repercussions, however due to
the level of attention this topic is getting it is to our advantage to elevate to for guidance.

*Specifically it would be beneficial to know if the Attorney General concurs with the DHS Secretary that there is no
opt out for long term implementation.*

Unit Chief
Interoperability Initiatives Unit
Module D-2 e

fhi.sgov.gov
leo.gov

FBI-SC-FPL-366
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Re: DHS QFRS re DHS Oversight

Sent: Thursday, May 26, 2011 1:21 PM
To:l I

o cnsyFen| I(CJIS)(FBIleo.gov;

In reviewing this reference to non-criminal, it may be actually referencing non-criminals in this case. I would
make the suggestion that ICE define what they mean here by non-c¢riminal (I.e individuals identified outside of
LE?) .

Supervigory Management and Program Analyst
Interoperability Initiatives Unit
3o

leo.gov

————— Original Mesgams —-—_—_

From |
TO:l |
ca. CJ3I8} (FRTY I
{CTES) (FBI) ; bleo.gov o aleo.gov>;| I
NG 2 u May 2e 03:54:37 2011
Subject: RE: DHS QFRS re DHS Ovexrsight e
R
There are currently no state/local non-criminal justice searches to IDENT. Being that the guesticns are
strictly about Secure Communities, the sentence should reflect only criminal.
As far as the criminal / non-criminal terminology, IIU has previocusly advised ICE 8C PMO that the use of non-
¢riminal is not wise, yet they have continued to use it. As Denise indicates in her e-mail, comment without
ravigion is less than helpful and CJIS revision would not be consistent with the terminelogy ICE has chosen to -
use.
Supervisory Management and Program Analyst
FBI CJI5 Divigion / Global Operations Section
_Iotergperability Initiatives Unit {ITI)
(office)
(mobile)
This e-mail way contain Perscnally Identifiable Information (PII) which must be protected in accordance with
applicable privacy and security policies. If you are not the intended recipient of this information,
disclosure, reproductiocn, distribution, or use of this information is prohibited.
From:
Sent: Thursday, May 26, 2011 9:42 AM
To: |
Ce: {CI18) (FRI) A ]
Lg (CJIS)(FBI);I Pleo.gov;l I
ubject: DHS QFRES re DHS Oversight
b5

rel-sC-FFL-415

8/2/2011  ©7F
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Assistant General Counsel

FBI/OGC/AIU

L000 Custer Hollow Rd. C-3
.Va. 26306
FAX

From:l I(CJIS)(FBI)

Sent;: Wednesdav, May 25, 2011 5:25 DM
To: |

Ce: Rudge, Rokert C. Jr:| |

Sub, T T 5 re DHS Oversight

G08/IIU has reviewed in coordination with AIU and other than a concern about DHS speaking for the USE, to
include actions under the purview ¢f the AG, there are no concerns. As per my conversation with DAD Morris,

that concern should be regolved in that the AG and Director have expressed that this is ar issue for DHS to
decide.

Let me kanow if I've misunderstocd.

thanks

v/R

FTBI, GJ15, tlobal Initiatives Unit
ofc

cel
Elc.fbl.gov<mailto| bic.fbi.gcv>

Ehhk R A AR Ak ket bbb bbb bbbk b b A A A RN R A A A N R F R AR AR AR AT R A R AT AN AN AA R AR A TR A K

This message is intended only for the individual(s) named. If you are not the pamed addressee please do not
disseminate, distribute or copy this e-mail, or use its contents . Please nctify the sender immediately if you
have received this e-mail by mistake and delete this e-mail from your system.

Thhkhkkhhkhkhkhkdthdkhhhkdhhhhhkhrhddhhhhhhkthkhkhhdk kbbbt bk kA AT I AL I AAAA TR AT AR AR AT dhhhkhkhkhkh kbt thhhdkhkikkhkrkx

From:l I

Sent. _Wednesdav, Mav 25, 2011 4.53 PM

To: {CJIS8} (FBI}
Ceos
Subject: Fw: DHS QFRS re DHS Oversight

[ ]

For review/comment.

Will you kindly provide to I couldn't find his e-mail address.

Froms n L.
To:
Sent: Wed May 25 16:51:40 2011

Subject: Re: DHS (FRS re DHS Oversight

Yes Eorward to AIU as usual

From: | I

To: Mcrxrris, Stephen L.
Sent: Wed May 25 15:30:23 2011
Subject: Fw: DHS QFRS re DHS Oversight

OK for me to send to GCS, and to reEiBL"SC‘FPL“]'l‘]'

8/2/2011
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Frop-1 | s

TGT | (cazsy (rEI) 4 o
Sent: Wed May 25 15:1L:10 2013 o
Subject: DHS QFRS re¢ DHS Oversight ' v

The FBI has been asked to review Department of Homeland Security (DHS) responses fo Congressional Questions for
the Record {QFRs) re: DHS Oversight.

while most of those questions don't relate to FBI matters, the below QFR concerns CJIS (Secure Communities).
Could vou please review the below response and see if the FBI needs to propose any edits?

As you know, when we are asked to review responses prepared by other agencies, our comments are not really
desired, because those agencies have attempted thoughtful responses to these questions. If, however, editing
is necessaxry to PROTECT THE FBI‘S INTERESTS or to correct factual errors, we should MAKE THE EDITS and provide
an explanation as to why they are necessary. If we were to JUST comment and offer no revisions, we would be
less than helpful and would risk errcneous implementation of cur suggestion.

We have been asked to provide any edits by 2pm May 27, 2011. If we submit edits after that time, they will
likely be disregarded because the responges will already have been sent to the Hill for publication.

Question: I am concerned about press reports suggesting that States and localities cannot opt ocut of
participation in the Secure Communities program. What exactly is the DHS position on this issue?

First, can a state oxr locality that agreed to cooperate with Secure Communities later opt out?

Second, what about a state that has never signed up for Secure Communities, such as my home gtate of Vermont?
If vermont does not wish to sign up for Secure Communities, will it lose access to national criminal databases?

Response: ICE acknowledges that some of its previcus public statements or Secure Communities were unclear ard
may have led tc confusion about whether a jurisdiction can "opt out” of the program. ICE apologizes for any
misunderstandings that its earlier messages may have caused.

Secure Communities is mandatory in that, once Secure Communities is activated in a jurisdiction, the
fingerprints that state and local jurisdiction submits to the FBI to be checked against the Department of
Justice’s blometric system for criminal history records are automatically seat to DHS’s biometric system to
check against its immigration and law enforcement records. The United States government has determined that a
jurisdiction cannot choose to have the fingerprints it submits to the federal government processed only for
criminal history checks. Further, jurisdictions cannoct demand that the identifications that result from DHS‘s
processing of the fingerprints not be shared with leocal ICE field offices in that jurisdiction. The local ICE
field officve, and not the state or loecal law enforcement agency, determines what immigration enforcement
action, if any, is appropriate. In that sense, a state or local jurisdiction may not “opt out” of Secure
Communities.

A jurisdiction wmay, however, choose not to receive the ildentifications that result from processing the
fingerprints through DHS's biometric system that are provided to the local ICE field office. This ability for
jurisdictions to choose not to receive the results of the information sharing between the FBI and DHS has in
the past been mischaracterized as a mechanrism for a jurisdiction to “opt out” of the program as a whole. In
fact, a Jurisdiction’s decision not to receiwve this information does not affect whether the local ICE field
aoffice in that jurisdiction will or will not take enforcement action based on those results.

Under this administration, ICE has prioritized the removal of aliens who pose a danger to naticnal security or
public safety, with a particular focus on convicted criminals, as well as the removal of recent border
violators, illegal reentrants, and fugitives because these priorities best protect public safety in the United
States. -

One important tool that ICE relies upon to advance these priorities is Secure Communities, which facilitates
ICE’s mbility to identify and rémove aliens who pose a threat to public safety. Between Cctober 2008 and the
end of FY 2010, the number of convicted criminals that ICE removed from the U.S, increased 71%, while the
number of non-criminals removed dropped by 23%. These trends are due in significant part te the implementation
and expansion of Secure Communibkies. In fact, Secure Communities has accounted for 2%% of all ICE criminal
alien removals this year tc date.

although Secure Communities will be activated nationwide in 2013, a jurisdiction that wishes to adjust ies
deployment schedule can contact ICE to discuss. ICE will work with them to address any concerns and determine
appropriate next steps.

If vermont, or any other state, does not sign the memorandum of agreement, it will not lose access to the
national criminal databases.

ICE continues to work with its law enforcement partners across the country to responsibly and effectively
implement Secure Communities. This cooperation has resulted in the removal of more than 72,000, convicted
¢riminal aliens, including more than 26,000 convicted of the most_serious offenses like murder, rape, and the

sexual abuse of ¢hildren. . FBI‘SC‘FPL‘415

YR
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Please call if you would like to dizcuss. Thanks for your help!

FBI-SC-FPL-416

8/2/2011

foaenl
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From: Dleo.gov] :

Sent: lay 12, 2011 &

To: Dlec.gov'; leo.gov'
Subject: - llinots 1ssue, ICE Secure Communites Update
Attachments: Grever_Summary_5-11-11[1].docx; Hennessey_Itr_fin.pdf
FYl

Froin: [mailto] Bic.fbi.gov]

Sent: ay 12, 2011 7:25 AM

To: leo.gov'

Subject: Fw: Illinois issue, ICE Secure Communities Update

VIR

I |
FBI/CJIS

D : Official
C

From| | ‘ bé
To: Morris, Stephen L.; Roberts, Daniel D.; Pender, Jeroma M. b7C
Cd] |

Sent: Wed May 11 22:55:35 2011

Subject: RE: Illinois issue, ICE Secure Communities Update

I worked withmm pull together the attached. I tried to provide a quick background on Interoperability, then
Secure Communities; the SC # of participants, quote by Napolitano that SC is mandatory, bulleted fist of how process
works and a reference to the letter from the Illinois governor. I do not include the bottom liie question, but perhaps
should. I also do not go into details of options like the local not receiving the DHS response, but again can.

- It still needs "tweaked" tomorrow morning, but wanted to share with you all tonight the DRAFT to get any suggestions
you may have.

Also attached is the letter from the California AG to SF Sheriff Hennessey.

VIR

I

Designated Federal Officer

From: Grever, Louis E.

Sent: Wednesday, May 11, 2011 6:17 PM

‘I‘o:I Morris, Stephen L.; Roberts, Daniel D.; Pender, Jerome M.;
Ce:
Subject: Re: Illinois issue, ICE Secure Communities Update FBI-SC-FPL-472

1
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| appreciate the offer. | think | have a pretty good feel for it and have been tracking for a while. The fact that an entire state
wants to opt out is certainly a new twist thaugh.

Stop by anyway, the coffee will be hot.

Louis E. Grever
Exec. Asst. Dir.
FBI Science & Technology

From: Morris, Siephen L.
To:; IGrever, Louis E.; Roberts, Daniel D.; Pender, Jerome M. .I
Cc: [
Sent: Wed May 11 17:54:37 2011

Subject: Re: Illinois issue, ICE Secure Communities Update

Louis, | will be in the building tornorrow morning. I can stop by and brief you on the 1-minute version. Its not complicated
just political due to the immigration issue...SLM

From: Grever, Louis E.
To: Roberts, Daniel D.; Morris, Stephen L.; Pender, Jerome M.;
Cc
se L VYL I'IGy Ll LS. JJd. T LD

Subject: Re: Illinois issue, ICE Secure Communities Update

Thanks for heads up. | will alert the Director, but will need a background paper by early tomorrow to get him up to speed.

Can | get a one or two page background paper on Secure Communities and the controversy surrounding OPT QUT by
10am tomorrow?

Louis
Louis E. Grever

Exac. Asst. Dir.
FBI! Science & Technology

From: Roberts, Daniel D.

To: Grever, Louis E.; Morris, Stephen L.; Pender, Jerome M.;
Ccl |
Sent: Wed May 11 15:24:18 2011

Subject: Ill'inois issue, ICE Secure Communities Update

All: T just completed a call with Illinois State Police Director Hivam Grau and his staff. In short, they are in the middle of
this political immigration debate just like us. ISP was ordered by their Governor to shut off the flow of prints to DHS
(IDENT), as they have "Opted Out" of the ICE Secure Communities program. The bottom line is that the Governor of
Lltinois will likely call AG Holder to have a discussion about this. I told ISP Director Grau that I would respond back to his
letter and we will let the political process play out (I did not offer to cut the connection or change the flow of prints at
this time and he did not press for same). Although DHS Secretary Nepalitano has said there can be no "Opting Out” of
Secure Commumities, we frankly need the AG to tell ps that.
OGC is working to brief up Val Caproni on this issue. is preparing executive talk points.

Louis: You may want to give the Director the heads-up on this, since the Governor will likely be calling Holder.

2
FBI-SC-FPL-473
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Secure Communities Briefing Notes

IDENT/IAFIS Interoperability
¢ Congress enacted legislation to ensure that the Department of Justice’s (DOJ) Integrated Automated
Fingerprint Identification System (IAFIS) and the Department of Homeland Security’s (DHS) Automated
Biometric Identification (IDENT) System are interoperable and the criminal and immigration information,
contained therein, is accessible to and shared among other local, state, tribal, federal and international law
enforcement agencies.
o  The USA Patriot Act (Qct. 2001) required a "fully integrated means to share law enforcement and intelligence information.”
©  The Border Security Act, effective January 2002, accelerated Patriot Act deadlines and required an "interoperable electronic
data system. "
o DHS Appropriations Bill, FY2004 requires the DHS biometric infrastructure to be “fully interoperable” with the FBI IAFIS.
o DOJ Appropriations Bill, FY2005 cites congressional concern with the security gap created by the lack of IDENT/IAFIS
interoperability. ‘
e DOJ and DHS developed a fully integrated means to share law enforcement and immigration data via
IDENT/IAFIS Interoperability.

Secure Communities
¢ Secure Communities is a comprehensive plan that utilizes the technology of IDENT/IAFIS Interoperability
to optimize the way DHS identifies and removes criminal aliens.
e  Asof 5/11/2011, 1,286 state and local law enforcement jurisdictions in 42 states are participating.
* DHS Secretary Napolitano has stated that participation in Secure Communities is mandatory
¢ The following outlines the process for those state and local jurisdictions participating in Secure
Communities: |
o Law enforcement agencies submit fingerprints to their State Identification Bureau (SIB) who forwards
to the FBI’s IAFIS per their regular process.
o IAFIS searches the criminal master file and returns a response to the law enforcement agency via the
SIB per the regular process.
o IAFIS also generates a search against the DHS IDENT system.
o IDENT returns to the FBI an IDENT response (IDR) with any match information.
o FBI generates an Immigration Alien Query (IAQ) to the ICE Law Enforcement Support Center (LESC)
for all matches from IDENT.
o The LESC responds to the FBI with an Immigration Alien Response (IAR) indicating the subject’s
immigration status and also contacts the local ICE office to coordinate any further DHS action.
o The FBI combines the IDR and JIAR into one response and sends the response to the SIB who then
| provides the information to the law enforcement agency if they are technically capable of receiving the
| DHS responses.
¢ [Illinois governor has just requested the active state law enforcement jurisdictions be turned off.

Aftachment: California Attorney General letter to San Francisco Sheriff regarding Secure Communities.

FBI-SC-FPL-474




STatE OF CALIFORNIA.

OFFICE OF THE ATTORNEY (GENERAL

" Epmunp G.-BrownN Jr.
ATTORNEY (GENERAL

May 24, 2010

Sheriff Michael Hennessey Vid Facsimile (415) 554-7050
City and County of San Francisco ’ : - .

Room 456, City Hall

Dr. Carlton B. Goodlett Place

San Francisco, CA 94102

RE: Secure Communities
- Dear Sheriff Hepnessey:

I am writing in response to your letter regarding the Secure Communities program developed by
U.s. ]'.mmigraﬁon and Customs Enforcement (ICE). The program is scheduled to be rolled out in
San Francisco next month. You requested that the California Department of Justice (DOJ) block
ICE from running checks on the fmgexprmts collected in San Francisce. The Secure
Communities program is up and running in 169 counties in 20 states, including 17 courities in
California. Because I think this program serves both public safefy and the interest of justice, I
am declining your request. :

The DOJ Bureau of Criminal Identification and Investigative Services is the entity designated by -
California law to'maintain a database of fingerprints used in the state for law enforcement
purposes. When someone.is arrested, the county forwards the fingerprints to the DOJ to identify
the person, determine his or her criminal history and to discover any outstanding warrants. As in
every other state, the DOJ forwards those fingerprints to the FBI to check for a history of

criminal activity outside of the state. Under the Secure Communities program, the FBI forwards
fingerprints collected at arrest to ICE. If ICE finds a match to prints in its database, ICE notifies
the county. ICE’s stated intent and practice is to place holds on those individuals who are inthe

- country illegally and who have a history of serious crimés or who have been previously deported.

Prior to the Secure Communities program, the name, but not the‘ﬁngerpﬁnt, provided by an
individual on arrest was run through ICE’s database of people known by ICE to be in the country
illegally. Oftén, individuals with a criminal history were released before their immi gration status

" FBI-SC-FPL-475
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Letter to Sheriff Michael Hennessey

May 24, 2010
Page 2 of 2

was discoveted. Using fingerprints is faster, race neutral and resulis in accurate information and
identification. :

In these matters statewide uniformity makes sense. This is not simply a local issue, Many of the
people booked in local jails end up in state prison or go on to corumit crimes in other counties or
states. - ' .

I appreciate your concern. But I believe that working with the federal government in this matter

" advances important and legitimate law enforcement objectives,

Sincerely,
ELAK By

EDMUND G. BROWN JR.
Attormey General

4
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FW: Staff call next Tuesday at 1

Sent! Monday, May 23, 2011 11:30 AM

To: [Qlen.gov

Wanted to make sure IIU knows about this call.

Assistant General Counsel
FBI/OGC/AIU

1000 Custer Hollow Rd. C-3
Claxksburg, W.Va. 26306

FAX
From:
Sent; Fridav., Mav 20, 2011 4:48 PM
ToO:
Ce:

SubJect: RE: sStalf call next Tuesday at 1

I don't think so. I believe the Compact 1s pretty expliecit that, upon signing, you
have to open -up your files in accordance with the Compact agreement. I would say

that the "related agency" doctrine would encompass ICE looking to arrest criminals,
since the prints were submitted for a criminal inguiry. your thoughts?

L]

Senfe—Eaadarr  Mosz 20 90811 4:27 PM
To:
Subject: RE: Staff call next Tuesday at 1

On a related matter, had asked in relation to the Illincis “opt-out”
whether there is anything in the Compact that would govern restricting further use
of the information. In other words, can States put limitations on the use of their
information as a precondition to submitting it to NCIC? ’

THIS MAY BE A PRIVILEGED ATTORNEY-CLIENT COMMUNICATION OR CONTAIN ATTORNEY WORK
PRODUCT. DO MCT DISSEMINATE FURTHER WITHOUT PRIOR FBI-QOGC APPROVAL.

Deputy General Counsel
General Law Branch
Qffice of the General Counsel

Iﬁﬂjmul of Investigation

From:
Sent: Friday, Mayv 20, 2011 4:20 PM - FBI-SC-FPL-599

7/28/2011

1333
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To:
Cc:

| .

bL7C

Subject: Staff call next Tuesday at 1

Hi

ol

Tuesday at 1 is bad for me; but thankfully there are plenty of knowledgeable people
at CJIS. Since the staffer mentioned Secure Communities, I wan i e AGC
who is familiar with the SC project. I am also copying nd some
other CJIS folks into the loop. Folks are you avallable or know who can best
advige in case any specifics come up? Thanks.

Froml |

Sent: Friday, May 20, 2011 4:10 PM

To: ‘
Suh T T ns -next Wednesday?

g

Hope all is well. Could vou help refer me to someone who could handle this? I

forgot to send it earlier - my apologies.

A staffer would like to speak with CJIS regarding questions about the disparity

between states’ reporting - basic questions, I think. Do you think you could ask

CJIS if they could get on the phone on Tuesday at 1 pm? .
Sorry for the short notice! ?Sp
bR

FerJ - I
Sent: , 2011 3:11 PM
To: hsgac.senate.gov’

Subject: Re: CJIS Questions -next Wednesday?

Irll check with CJIS for a 1 pm conference call.
Thanks,

From{ |Hscac) Fhsgac.senate.gov>
To: | ‘
Sent: Wed May 18 15:09:20 2011
Subject: RE: CJIS Questions -next Wednesday?

Yes, we can book the conference room except for 11-12. Could we do 1°?

From: | imailto bic.fbi.gov]
Sent: Wedpesdav. Mav 18, 201 :

To: {HSGAC)
Subject: Re: CJIl8 Questions -next Wednesday?

Next tues ckay for you? ' FBI-SC-FPL-600

7/28/2011
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Fromn; kHSGAC)

Fhsga¢.senate.gov>

Sent: Wed May 18 14:58:01 2011
Subject: RE: CJIS Questions -next Wednesday?

Just following up when you are available? Thanks.

From: | |(aseac)
Sent. Thuradav, Mawy 12, 2011 4:18 PM
To:

Subject: RE: CJIS Questions -next Wednesday?

Is Wednesday - next week acceptable?

From: [mailtol hic.fbi.qov]

Sent- MThursdawy  WMaw 12 2011 3:10 PM
To: | (HSGAC)
Subject: RE: CJIS Questions

Okay, thanks[:::::::] Werll talk real soon.

From: | | (Hseac) [mailto: Ehsqac.senate.qov]

Seni;_Ihuxsdax*_EEw'lZ, 2011 2:57 PM
To:

Subject: RE: CJIS Questions

Thanks it is not a hurry. I will get back to with sometimes scon. I am
just leooking for a very brief introduction/tutorial on what criminal data is
reported by the States, wvariation if any amongst the States, any problems with this
variation and FBI/Justice’'s opinion on whether more data reporting would be useful?

From:l |[mai1toJ Eic.fbi.gov]

Sent: 12, 2011 2:53 PM
To: (HSGAC)
Subject: RE: CJLS Questions

Hope all is well., If you could provide a summary which fleshes out a kit what you
would like to discuss, I'1ll set up a call with CJIS personnel and make sure that
it's staffed appropriately.

Monday is not good for me next week, but mid week maybe?

Thanks,

From: I(HSGAC) [mailto: bhsqac.senate.qov]

Sent: Thursday, May 12, 2011 2:50 PM

To; I

Subject: CJIS Questions FBI-SC-FPL-501

Hi, I am with Senator Brown’s office (R-Ma) and I am interested in some
data on CJIS. I just had a meeting with DHS on “secure communities” and they
mentioned a variation in the level of criminal information reported and that States

7/28/2011
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were not required to report informatiom. I am definitely not an expert but would
like to discuss the CJIS information with the FBI at your convenience. Thank you
again for your consideration and assistance.

HSGAC Senatox Brown (R-Ma)

h&
R
B7E

FBI-SC-FPL-602

7/28/2011
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Re: Hot One: Need APB Meeting Minutes

@ic.fbi.gov]

Sent; Wednesday, March 09, 2011 7:32 AM

T
Re: Hot Oaddéedd ARY B4BRAzMButEBocument 187-4 Filed 03/26/12 Page 62 oflBge 1 of 7

To: @dhs.go bdhs.gov;l k@dhs.gov

Ce: | |@dhs.gov; | t@dhs.gov;

|@[eo.gnv

Yes this is the recommendation that the APB endorsed for the action paper that was taken through the APB
process for Clarification on Record Linking.

Thanks!
Im blackberry -
From: |@dhs.gov>
Tol |@dhs.gov>;
l [@dhs.gov>
Ce: Greenberg, Randi L dhs.gov>;| I@dhs.gov>; H
| @leo.gov e0.gov>

Sent: Wed Mar 09 07:27:59 2011

Subject: RE: Hot One: Need APB Meeting Minutes

Hi

Is the language you are referring to below from the June 2009 APB meeting minutes that every transaction will
he sent to IDENT regardless of the type of transaction? Just want to make sure we have the right part of the L&

meeting minutes.

APB ITEM #9 Chairman's Report on the Identification Services (IS} Subcommittee
Mrl:l Deputy Superintendent, Boston Police Department, and Chairman of the IS Subcommittee,

provided the Chairman's Report. (See Appendix O or the PowerPoint presentation.}

During the Chairman's report and discussion, the APB passed the following motions:
IS Issue #4 Clarification on Record Linking
~APB Recommendation: The APB passed a motion to accept Option #1 with amended verbiage as shown in bold:
For record linking/maintenance purposes, a search/record update will be sent to the Department of Homeland
Security's (DHS) Automated Biometric ldentification System (IDENT) regardiess of the C)I1$ Division stakeholder's
request for an IDENT search, The state can opt cut of receiving response.

Thanks,

Secure Communities
Department of Homeland Security
U.S. Immigration and Customs Enforceme

[}

nt

| !ths.qov 1 fw

) | |(C)

bic.fbi.gov]

From: [mailtoi

Sent;
ToJ |

Cc: Greenberg, Randi L;|

|@leo.gov

FBI-SC-FPL-603

7/28/2011
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Subject: RE: Hot One: Need APB Meeting Minutes

If that's the information that they are looking for, that APB endorsement is in the June 2009 meeting minutes.
Word of caution though...this recommendation was made for Record Linking purposes, no mention of Secure
Communities functionality.

Supervisory Management and Program Analyst
FBI CJIS Division / Global Operations Section

ility Initiatives Unit (IIU)
(office)
(mobile)

This e-mail may contaln Personally Identifiable Information (PII) which must be protected in accordarnce with applicable privacy and security policies.
If you are not the intended recipient of this information, disclosure, reproduction, distribution, or use of this information is prohibited.

From: l@dhs.gov]
Sent: Tuesday, Marc ; :

To: |
Cc: |Greenberg, Randi L; | |@leo.gov
Subject: Re: Hot One: Need APB Meeting Minutes

[ ]

What they are looking for is the' APB vote that all criminal submissions beginning with NG will go to Ident, no
exception. This was the apb optout issue

Sent using BlackBerry ?i
SR
b7E

From: | bic.fbi.c ov>

To] dhs.gov> él"[l . dhs.gov>

ccil [@dhs.gov>: Greenberg, Randi [odhs.gov>}

| [@dhs.gov>;| pric.fbi.gov>

leo.gov>

Sent: Tue Mar 08 16:49:13 2011
Subject: RE: Hot One: Need APB Meeting Minutes

Sorry...one more point. The discussion regarding what types of transactions search against IDENT data really
goes hack to the discussions for iDSM and is probably covered in our Concept of Operations. So that
decision predates the Secure Communities program. Though I wasn't part of the discussions, I imagine since
Secure Communities was going to bring a search of the full IDENT repository the TOTs were examined and
redefined.

I hope this helps.

Fromi |

Sent: Tuesday. March 08, 2011 4:43 PM

Toj

Cce: |Greenberg, Randi L;|_ FBI-SC-FPL-604

Subject: RE: Hot One: Need APB Meeting Minutes

7/28/2011
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The APB did not endorse or recommend the types of transactions that were sent to IDENT under the Secure
Communities program, as they were not asked.

The decision as to which types of transactions were sent to IDENT under the Secure Communities initiative was
determined through discussions between the Secure Communities Program Office and the CJIS Division. We
initially started with the notion of all criminal transactions. There were some concerns with the CNA transactions
to the point that it was determined we would (at that time) not send CNAs, (side-note: We are still not sending
the CNAs though I believe it's a topic for discussion at the touchbase meetings.)

There was also a lot of discussion between ICE, US-Visit and CJIS around the CPI and CAR non-retains, though
ultimately the decision was made to send them.

I'm confident between the two agencies these discussions are captured in meeting minutes, but they won't be
captured in any minutes from the APB process. -

I hope this helps, but if not please don't hesitate to reply or give me a call,

Supervisory Management and Program Analyst
FBI CJIS Division / Global Operations Section
Interoperability Initiatives Unit (IIU)

{office)

{mobile)

This e-mall may contain Personally Identifiable Information (PIL) which must be protected in accordance with applicable privacy and security policies,
If you are not the intended recipient of this information, disclosure, reproduction, distribution, or use of this information is prohibited,

he
P Xt
me:l_ fdhs.gov] B
Sent: Tuesday March 082011 2-E3 DM
To
Ce: | | Greenberg, Randi L;

Subject: Re: Hot One: Need APB Meeting Minutes

We are looking for the minutes where they approved the foreign born or unknown place of birth functionality.

Management Frogram Analyst

U.S. Immigration & Customs Enforcement
Enforcement & Removal Operations
Secure Communities IT Modernization
500 12th Street S.W. (2177B)
Washington D.C. 20004

Office
Mobile
dhs.gov Email

Fropmi oicfbigovs FBI-SC-FPL-605
To: Bdhs.gov>

7/28/2011
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Cc:| jodhs.gov>; pdhs.gov>; Greenberg,
RandiL| Edhs.gov>; | Pdhs.gov>

Sent: Tue Mar 08 15:49:25 2011
Subject: RE: Hot One: Need APB Meeting Minutes

is out of the office and I'm actually at APB Working Groups in Louisville right now. I need a clarification of

specifically what you are looking for. The topic paper you attached is referencing the functionality of Foreign and
Unknown Place of Birth notifications, as opposed to making the determination as to what types of transactions
are sent to IDENT,

Are you lcoking for where it was determined or who determined what transactions are sent to IDENT for Secure
Communities?

Supervisory Management and Program Analyst
FBI CJIS Division / Global Operations Section

Interoperability Initiatives Unit (IIU)
office)
mobile)

" . This e-mall may contairr Personally Identifiable Information (PII) which must be protected in accordance with applicable privacy and security policies.,

If you are not the intended recipient of this informalion, disclosure, reproduction, distribution, or use of this Information Is prohibited,

From: | l@dhs.gov]

Sent; Tuesday, March 08. 2011 2:51 PM

To: [eo.gov

Cc: Greenberg, Randi L;
Subject: Hot One: Need APB Meeting Minutes

Hi

We are looking for the meeting minutes in which the APB approved Secure Communities to receive CAR
transactions. In the APB Archive on LEO both the Orlando, FL and Litte Rock, Arkansas meeting minutes for issue
#14 just states that Jim made a presentation on 5C transactions through Interaperability, but does not state
anyone approved SC transactions in the meeting minutes. '

Is there any easy way to find the minutes that approved all CAR transactions to go through SC?

Under Subcommitted Meetings Archive for Idenfication services Subcommitted in Aug 2008 Issue #4 states the
following below. Could you confirm if that is what we are looking for above? | think it is because the minutes
below stated the motion carried, but not sure CAR transactions were approved anywhere else with the APB
governance structure as we are looking for official documentation that approves SC to receive IAQ on CAR
transactions.

Thanks for your help,

. CJIS ADVISORY POLICY,
IDENTIFICATION SERVICES (@gﬁ%TEE

7/28/2011
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CLARKSBURG, WV
OCTOBER 22, 2008
STAFF PAPER

1S ISSUE #4

Foreign and Unknown Place of Birth (POB) Notifications to U.S. Imm1grat10n and Customs
Enforcement (ICE) Law Enforcement Support Center (LESC)

PURPOSE

The U.S. Department of Homeland Security (DHS), ICE in conjunction with the Federal Bureau of
Investigation (FBI) Criminal Justice Information Services (CJIS) Division is proposing to improve
community safety by transforming the way the federal government cooperates with state and local law
enforcement agencies to identify, detain, and remove criminal aliens.

The purpose of this paper is to present a proposal for the FBI/CJIS to provide notification to the DHS
ICE LESC of Foreign or Unknown POB to identify and process criminal aliens amenable for removal.
POINT OF CONTACT:

James Buckley, (202} 514-3206

REQUEST OF THE SUBCOMMITTEE

The Subcommittee is requested to review the information provided in th1s paper and provide appropriate
comments, suggestions, and recommendations to the APB.

BACKGROUND

The FBI /CIIS Division and the DIS United States Visitor and Immigration Status Indicator
Technology (US-VISIT) Program have been working together to achieve Interoperability between the
FBI’s Integrated Automated Fingerprint Identification System (IAFIS) and the DHS Automated
Biometric Identification System (IDENT). Interoperability is planned through incremental deployment,
with additional functionality planned for October 2008 and full interoperability to be achieved through
the Next Generation Identification (NGI).

The DHS ICE LESC began leveraging interoperability with the deployment of the iDSM in September
2006. When a subject is searched against the FBI/CJIS and DHS/US-VISIT datasets and a fingerprint
match is found in the iDSM, the FBI/CJIS generates an Immigration Alien Query (IAQ) message to the
PHS ICE LESC to request immigration status. If the subject is of interest to DHS, ICE LESC
immediately responds by issuing a detainer on the subject to prevent being released on bond.

As an additional enhancement, the FBI/CJIS implemented changes in April 2008 to provide ICE LESC
an electronic notification of identifications to IAFIS records when subjects are also enrolled in the
Immigration Violator File (IVF). Enrollment in the IVF signifies subjects that are a high enforcement
priority for ICE — criminal aliens who have been deported for drug trafficking, firearms trafficking, or
serious violent crimes and on foreign-borm individuals who have violated some section of the
Immigration and Nationality Act. This adds an additional and effective avenue for ICE to identify
criminal aliens who are amenable for removal.

One of the key components of the ICE comprehensive plan to Identify and Remove Criminal Aliens is
the distribution of integration technology that will link local law enforcement agencies to both DHS and
FBI biometric databases. As part of the current routine booking process, local officers run a subject’s
fingerprints through FBI’s IAFIS to access that individuals® criminal history. As part of the
interoperability effort, those fingerprints will also automatically be searched against DHS databases to
access immigration history information. This functionality will be deployed by the FBI/CJIS Division
and DHS/US-VISIT in October 2008 with the Single Search Capability/IDENT Data Response pilot.
DISCUSSION AND ANALYSIS

Although ICE has made considerable progress over the past several years in identifying and removing
criminal aliens through its Criminal Alien Program, a fundamental change in ICE’s current approach is
required to reach the goal of identifying and removing all removable aliens convicted of a crime. The
implementation of a comprehensive plan to Identify and Remove Criminal Aliens (Secure Communities)
will leverage emerging technolo gy that shares law enforcerpglftgebzf t PR federal, state, and local
law enforcement agencies. By using this technology, ICE is now able to expand coverage nationwide in

L7E
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a more effective manner. Interoperability between the FBI’s IAFIS and DHS’s IDENT will help ICE
and local law enforcement officers positively identify criminal aliens.

ICE has been directed by Congress to improve and modernize efforts to identify aliens convicted of a
crime, sentenced to imprisonment, and who may be deportable, and remove them from the U.S. once
they are judged deportable and to work to establish a process in conjunction with DOJ that will make
every reasonable effort to remove, upon their release from custody, all criminal aliens judged
deportable. ICE has the Secure Communities Initiative that applies tisk-based methodologies (e.g., an !
LAQ) to focus resources on assisting all local communities in idenfifying high-risk criminal aliens !
amenable for removal while in custody.

In support of the Secure Communities Initiative, the FBI/CJIS Division was requested by ICE to provide
an TIAQ to the LESC for all TAFIS ten-print Criminal submissions based on a Foreign or Unknown POB
and all IAFIS tenprint criminal submissions that match against an existing IAFIS record with a Foreign
or Unknown POB.

If the Subcommittee recommends that an IAQ be sent to the DHS ICE LESC for both types of
submissions, the following details the processes for each enhancement.

An authorized contributor sends a Criminal tenprint submission to IAFIS for a search of the Criminal
Master File (CMF) and the subject’s POB is Foreign or Unknown, FBI/CJIS will initiate an IAQ to the
LESC on behalf of the requestor, regardless of a positive or negative hit in IDENT. If the search of
TAFIS results in a positive match, the FBI number returned from the search will be included in the IAQ.
If the searches result in “No match®, the outcome will be a biographic-based IAQ and may indicate a
first encounter of a potential illegal alien. The LESC will then perform a more extensive search of
immigration records to determine the alien status of the subject. Once the alien status has been
determined, the LESC will transmit an Immigration Alien Response (IAR) directly to the requestor and
may also alert the local ICE office to take additional action.

An authorized contributor sends a Criminal tenprint submission for a search of the CMF with the POB
field marked as U.S. If the submission biometrically matches a subject in the CMF with the POB
Foreign or Unknown, FBI/CJIS will initiate an IAQ to the LESC. The LESC will then perform a more
extensive search of immigration records to determine the alien status of the subject. Once the alien status
has been determined, the LESC will transmit an IAR directly to the requestor and may also alert the
local ICE office to take additional action.

If the Subcommittee approves the concept as outlined in this paper the enhancements will be
implemented through the NGI contract.

RECOMMENDATION

The Subcommittee is requested to review the information in this paper and make recommendations on

the following:

1. Approve the concept as outlined in this paper.

2. Approve with recommended changes. é
Fall 2008 Working Group Actions: BC
North Cent i up Action: G
Motion: Mr made a motion to accept the proposal for FBI/CIIS to provide notification

to the DHS/ICE/LESC of Foreign or Unknown POB to identify and process criminal aliens amenable
for removal as outlined with the enhancements to be implemented through the NGI contracts.

Second: Mr) |

Action: Motion carried

Northeastern Working Group Action:

Motion: M made a motion to approve the concept as outlined in the paper:

In support of the Secure Communities Initiative, the FBI/CHS Division was requested by ICE to provide
an IAQ to the LESC for all IAFIS ten-print Criminal submissions based on a Foreign or Unknown POB
and all TAFIS tenprint criminal submissions that match against an existing IAFIS record with a Foreign
or Unknown POB.

The following details the processes for each enhancement.FBI SC-FPL-608
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An authorized contributor sends a Criminal tenprint submission to IAFIS for a search of the Criminal
Master File (CMF) and the subject’s POB is Foreign or Unknown, FBI/CJIS will initiate an TAQ to the
LESC on behalf of the requestor, regardless of a positive or negative hit in IDENT. If the search of
IAFIS results in a positive match, the FBI number returned from the search will be included in the IAQ.
If the searches result in “No match®, the outcome will be a biographic-based IAQ and may indicate a
first encounter of a potential illegal alien. The LESC will then perform a more extensive search of
immigration records to determine the alien status of the subject. Once the alien status has been
determined, the LESC will transmit an Immigration Alien Response (IAR) directly to the requestor and
may also alert the local ICE office to take additional action.

An authorized contributor sends a Criminal tenprint submission for a search of the CMF with the POB
field marked as U.S. If the submission biometrically matches a subject in the CMF with the POB
Foreign or Unknown, FBI/CJIS will initiate an IAQ to the LESC. The LESC will then perform a more
extensive search of immigration records to determine the alien status of the subject. Once the alien status
has been determined, the LESC will transmit an IAR directly to the requestor and may also alert the
local ICE office to take additional action.

Second: Lieutenant
Action: Motion carried.

Federal Workine Groun Action:

Motion: My moved that the FBI/CJIS Division provide an IAQ to the LESC for all IAFIS
tenprint criminal submissions based on a foreign or unknown POB and all IAFIS tenprint criminal
submissions that match against an existing IAFIS record with a foreign or unknown POB. The motion
further moved to approve the concept as outlined in the paper.

Second: Mr
Action: Mof

Southern Working Group Action:
Motion: M| Inade a motion to approve the concept as outlined, an authorized contributor
sends a Criminal tenprint submission to IAFIS for a search of the Criminal Master File (CMF) and the

subject’s POB is Foreign or Unknown, FBI/CIIS will initiate an JAQ to the LESC on behalf of the
requestor, regardless of a positive or negative hit in IDENT. If the search of IAFIS results in a positive
match, the FBI number returned from the search will be included in the IAQ. If the searches result in
“No match®, the outcome will be a biographic-based IAQ and may indicate a first encounter of a
potential illegal alien. The LESC will then perform a more extensive search of immigration records to

],
detertine the alien status of the subject. Once the alien status has been determined, the LESC will 17
.

transmit an Immigration Alien Response (IAR) directly to the requestor and may also alert the local ICE
office to take additional action.

Second: Msj|
Action: Motlon carrie

Western Wqrki ion:
Motion: Mr. moved to approve the concept as outlined in the toptc paper. Concept: To
provide an Immigration Alien Query to the LESC for all IAFIS ten-print criminal submissions based on

a Foreign or Unknown POB and all IAFIS tenprint criminal submissions that match against and existing
Integration Automated Finoernrint Identification System record with a Foreign or Unknown POB.

Second: Ms.
Action: Motion Carried.

— o

Secure Communities
Department of Homeland Security
U.5. Immigration and Customs Enforcement

FBI-SC-FPL-609

hitps://www.324mail.com/owa/?ae=Ttem&t=IPM Note&id=RgAAAADITX9P21ChR5E39... 7/28/2011




